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Professional Learning Experience

Topics – INTERNET SAFETY
OVERVIEW

Much publicity is given to risks students may face while using Internet. Involvement of adults, either parent or teacher, is essential to assist students in navigating safely and securely and making the most appropriate use of Internet for their learning.

GUIDING QUESTION(S)
· What are the risks that students can encounter on Internet?

· Why are students so vulnerable?

· What information can I provide to the students to make them Web aware and user savvy?

· What information can I provide to parents for use in their home? 

CONTINUUM / CURRICULUM CONNECTION: 

Continuum for Literacy with ICT

Big Idea: Ethics and Responsibility

Big Idea: Social Implications

SUGGESTED LEARNING RESOURCES 

Print:
Wood, Chip. Yardsticks: Children in the Classroom Ages 4-14; A Resource for Parents and Teachers. Expanded Ed. Greenfield, MA: Northeast Foundation for Children, 1997.
Black Line Masters

Protecting Your Kids Online

Information Links:

Canadian Centre for Child Protection. CyberTip.ca; Canada’s National Tipline.


http://cybertip.ca/en/cybertip/
 
This site allows you to report incidents related to exploitation of children online. The tab “Education and Prevention” offers information about safely using Internet, Chat lingo, Safety guidelines and more.

Child Find Ontario. Stay Alert, Stay Safe. (Originally www.sass.ca but does not exist anymore. Some tips from original site found on Shepell Corporate website for parents). 2003

http://www.shepellfgi.com/EN-CA/Employees%20and%20Families/Wellness%20Articles/Balancing%20Act/_Stay+Alert+and+Stay+Safe+-+Streetproofing+your+kids.asp
Cyberbullying.ca.


http://www.cyberbullying.ca/

Includes an excellent list of resources, mainly Canadian.
Fryer, Wes. Tech Digital Curriculum: Cyberbullying. Cyberbullying and Internet Safety. 


http://teachdigital.pbwiki.com/cyberbullying 


Contains articles of interest, websites offering solutions and resources for teachers.
Get Net Wise; About Kids’ Safety. Online Safety Guide. 


http://kids.getnetwise.org/safetyguide/
Cybertip.ca. The Door That’s Not Locked.
Provides a variety of Internet safety resources and tools that will help you keep kids safer while online.
http://www.thedoorthatsnotlocked.ca
Predators and Cyberbullier: A Reality Check. BlogSafety.com. Mar 16, 2007.

http://www.blogsafety.com/thread.jspa?threadID=1100000263&amp;tstart=0
Is “Dateline NBC” presenting a realistic view of predators?

RCMP. Internet Safety (formerly Internet101.ca).
http://www.rcmp-grc.gc.ca/is-si/index.htm 

Safety tips for youth, parents and educators. 
Web Wise Kids; Wisdom Begins with You.

http://www.webwisekids.org/ 


Contains three sections: For Community, For Parents, For Teens. Select “Programs” for a preview of videos Missing, Mirror Image, and Air Dogs.

For Parents 

Frangos, Amber. The Eleven Commandments of Internet Safety.
http://www.amberfrangos.com/Links/ElevenCommandments.htm 
This site talks to parents about how to help their children use Internet (more) safely.

Media Awareness Network. Be Web Aware.


http://www.bewebaware.ca/english/default.aspx

Information about Internet; Safety tips by age; Know some of the risks: Cyberbullying, Gambling, Spam, Pornography, Predators; Take action.

MediaSmarts. Media Awareness Network. Web Awareness for Parents.


http://www.mediasmarts.ca 

Select a topic of interest under the Digital & Media Literacy menu. A Resources for Parents box will appear on the right side of the screen with resources available under that particular topic for parents.
For Teachers

CyberCops


http://www.ophea.net/cybercops 

Download teacher guides to Mirror Image and Air Dogs. Copies of both videos have been distributed to some schools across Canada. There may be one in your school or available at your school division.

WebWiseKids.


http://www.webwisekids.org/ 


Information about the games Missing for kids 11-14 and Mirror Image for teens 14-16.

MediaSmarts (Formally the Media Awareness Network). Lessons and Resources for Teachers
http://mediasmarts.ca/teacher-resources/find-lesson
MediaSmarts (Formally the Media Awareness Network). Web Awareness for Teachers.

http://mediasmarts.ca

Select a topic of interest under the Digital & Media Literacy menu. A Resources for Teachers box will appear on the right side of the screen with resources available under that particular topic for teachers.

Find relevant research in the Research and Policies area. 

http://mediasmarts.ca/research-policy 

RCMP. Internet Safety (formerly Internet101.ca).
http://www.rcmp-grc.gc.ca/is-si/index.htm 

Safety tips for youth, parents and educators.  
See also: related professional learning experiences in WebCT

Principles – DIGITAL CITIZENSIP

Topics – Internet Literacy 1: SEARCHING THE WEB

Topics – Internet Literacy 2: EVALUATING WEB CONTENT

SUGGESTIONS FOR LEARNING

Activating My Prior Knowledge:

Becoming knowledgeable about the possible risks on Internet is the first and most important step in guiding students and helping them manage this resource safely. 

· Make a list of what you think you know about possible risks students (and adults) may encounter on Internet. Note where you may have read or heard about this if you remember.

· Browse a site such as Media Awareness’ Be Web Aware or Get Net Wise and check how comprehensive your brainstorm list of Internet risks was. Add to it from the list at the website and note what you know about each new topic you added to your list.

· Ask those of your students, whom you know to be regular users of Internet, what they know about some of the risks you identified on your list. Note what they tell you, what their attitude is, and whether they feel safe and why.

· Read BLM – Protecting Your Kids Online for information on two common uses of Internet.

Acquiring Information:

· Finding out the basic information about student behaviour and how it affects Internet use

· Look up “Safety Tips by Age”, found at Be Web Aware. There is a description of behaviours of children for five age groups, from 2 to 17 years old, that explains why children in each of those groups are vulnerable to risks they may encounter on Internet. 

· Look up “Safety by Age” at Get Net Wise. 

· Look up “Safety and Child Development”, found at Cybertip.ca for more descriptions of children behaviours and safety strategies appropriate for ages 8 through 15.

· Read Industry Canada’s survey of student profiles, for grades 4 through 11, at Media Smart’s Web Awareness for Teachers. 

· Do you recognize behaviours your students demonstrate in the descriptions provided at each of the three sites? How will this knowledge be helpful when talking with them about Internet Safety?

· Learning more about Internet risks and safety issues

It is helpful to remember that for inquiry purposes, Internet is a good resource and when a research is carefully scaffolded, such as within a classroom learning setting, students should be able to find needed information in a safe and secure manner. However, it is about Web 2.0, the interactivity of its resources, and its very public nature that students must be informed. 
· Survey your students to find out what use they make of Internet and to determine which of their uses of Internet may put them at risk, i.e., chat rooms, personal web space. 

· Use this knowledge to target the safety issues you first investigate for yourself. Start by investigating the sites listed above such as MediaSmarts.ca.

· Visit RCMP’s Internet Safety. Explore and read the fact sheets on a range of subjects. 

· Visit Wes Fryer’s site on Cyberbullying, a behaviour that is becoming an issue in many young people. Read one or two articles on the subject.

· Doing a Google search using any of the risks, i.e., Cyberbullying, Chat and adding the term <+risks>, will yield many helpful hits. 

Applying in My Classroom: 
· What does Internet Safety look like in my classroom?

· Review the resources available for the classroom at CyberSmart. 

· Print the Ten Commandments from Cool Schools and from Osceola Middle School. Print the Safety Tips at RCMP’s Internet Safety. Review each point with your students. Engage the students in a discussion about the point and create your very own “Commandments” for safe surfing. Send a copy to each student’s family.

· Review the acceptable-use policy of the school / division in light of Internet Safety 

· How do I get my students involved in using Internet safely?

Note: Many schools / divisions use some content-control device such as filters. While they can be helpful in selecting access, filters are not full proof and still let in unwanted pages. Meanwhile, many students do not have filters on their home computers. This is why it is important to teach students what to expect and how to behave when they come across unwanted or unsafe sites or situations.

· Review Principles – DIGITAL CITIZENSHIP for background information about Ethics and Responsibility. 

· Look up suggested lessons plans and activities at sites such as CyberSmart and customize them for your needs and that of your students.

· Collect media instances of Internet safety issues, such as cyberbullying, invasion of privacy. Ask older students to do the same. Take the opportunity presented by a timely news item to discuss the issue. 

· Review expectations of student behaviour based on the LwICT Continuum and use examples from the suggested links to illustrate the meaning of the descriptors.

· Engage students in a discussion of what it feels like to be the target or the victim of unsafe behaviour.

· What resources can be used to inform my students about Internet Safety?

· Select an appropriate video on the subject from a website such as RCMP’s Internet Safety, The Door That’s Not Locked, or CyberCops and discuss it with the students.

· Select an age-appropriate game such as one found on Media Smarts website. Engage the students in playing the game and follow it up with a class discussion.

· Ask students to fill out the  “Are You Web Aware” survey at the same site. Discuss whether they were surprised by the questions or their own answers.

· Obtain one of LiveWWWires’ videos (from WebWiseKids.org) for students 11 to 14 and teens 14 to 16. They provide excellent background for discussion.

· Link your class computers to RCMP’s Deal.org, the webzine for Youth. Encourage your students to write for it.

Internet Safety for parents

Since many parents are not users of Internet, it is often the role of the teacher to inform students about potential risks of using this resource.  While parents hear of risks, they are often unaware of specifics, may not know how or why their children use Internet, and may not have the information that could assist them in understanding the issues and the role they should play in their children’s safety. 

· Tell them about the resources listed above under “Links for Parents”, hold an information evening to show them those resources, send home a handout with suggestions such as the ones found at Be Web Aware under “Safety Tips by Age”. 

· Use the information available at Media Smarts when you enter the phrase “Are you Web Aware” into their search feature.
· Share BLM – Protecting Your Kids Online with them.

Implementation Links

CyberCops


http://www.ophea.net/cybercops

Download teacher guides to Mirror Image and Air Dogs. Copies of both videos have been distributed to some schools across Canada. There may be one in your school or available at your school division.

CyberSmart.  Lesson Plans and Activity Sheets.

http://cybersmartcurriculum.org/lessonsbygrade/ 

Practical activities arranged by groups of grade levels.


Dealing with online bullies.


http://cybersmartcurriculum.org/cyberbullying/lessons/ 
MediaSmarts (Formally the Media Awareness Network). Web Awareness for Teachers.

http://mediasmarts.ca

Select a topic of interest under the Digital & Media Literacy menu. A Resources for Teachers box will appear on the right side of the screen with resources available under that particular topic for teachers.

Find relevant research in the Research and Policies area. 


http://mediasmarts.ca/research-policy 
Osceola Middle School. Mrs Johnson’s Classy Classes. The Ten Commandments of Internet Safety. 2000.


http://it.pinellas.k12.fl.us/Teachers3/johnsond/safety.html 

RCMP. Deal.org 

http://www.deal.org/ 


A Webzine for youth written by youth, including some issues about Internet.

Internet Safety (formerly Internet101.ca).
http://www.rcmp-grc.gc.ca/is-si/index.htm 

Safety tips for youth, parents and educators.   
Web Wise Kids; Wisdom Begins with You.

http://www.webwisekids.org/ 


Contains three sections: For Community, For Parents, For Teens. Select “Programs” for a preview of videos Missing, Mirror Image, and Air Dogs.

For Young People

Media Smarts (Formally Media Awareness Network). Web Awareness for Young People. 


http://mediasmarts.ca/digital-media-literacy/educational-games

Find educational games for different age groups to discuss issues such as privacy on the web, cybermarketing, chat rooms and online videos. Each offers a Teacher’s Guide. The issues are further discussed in associated pages accessed through hyperlinks.

SUGGESTIONS FOR ASSESSMENT

· Personal Journaling: 

· What have I learned that I was not previously aware of? 

· What has been clarified? 

· What do I want to pursue to find out more? 

· Is there any issue I feel I should share with my colleagues? How to I plan to do that?

· Providing Feedback:

· Please share with the Literacy with ICT project team, any issue that was not clear, any questions you have, or suggestions for a future update. 

· Observing Students:

Note: The classroom may not be an appropriate space to observe students using Internet safely if the school network is controlled by a filter or similar software. 
· Use the Suggestions for Observing Behaviour Described in the Affective Domain
http://www.edu.gov.mb.ca/k12/tech/lict/teachers/focused.html 
· Engage students in filling out the surveys of Industry Canada at the Kids and Teens sections of CyberWise. Use journaling to have students do self-reflections on topics being surveys.


BLM – Protecting your kids online
While it can be intimidating, as a parent you need to involve yourself in your child's online activities. 

Your kids may be miles ahead of you technically, but they still need you to help them develop good judgment and critical thinking skills to deal with situations, information and people they encounter online. 

The following information should help get you acquainted with some online activities that your child may already be involved in and how to protect them.

 

1.Chat and Instant Messaging 

Chat rooms 
A chat room is a virtual room on the Internet where people can "talk" to each other in real time. Users type their messages into the chat room and the entered text will appear on the computer screen along with the text of the other chat room visitors. 

To use a chat room you create a screen name or nickname and this name can be whatever you would like it to be. When you enter the room you will see the nicknames to the side of the screen and then in the middle you will see the ongoing conversations as they are being typed. Some chat rooms have a specific section for teenagers and are used as virtual hangouts. The chat rooms are not private chats however and users can choose to enter into a private chat room. 

Many kids don't realize that when they share personal information about themselves in these chat rooms, that this information could be viewed by online child predators. Many chat rooms also include an audio feature that allows people to talk to each other using microphones so you can also hear conversations going on in the chat rooms. Kids may often use offensive language in chat rooms or use chat rooms to cyberbully other kids. 

· Kids should never use their real name or share personal information about themselves that could allow anyone to find out where they live. 

· Children need to be extremely careful if they choose to use chat rooms. 

Instant messaging (IM) 
IM is a type of online communication similar to email, except that it is generally faster. Instant Messaging is very popular with kids and young people. A few popular IM programs are MSN or Yahoo Instant Messenger. 

IM requires the user to download the instant messaging program. The user will also create a screen name to communicate with others. To instant message someone, you need to know his or her screen name. You can save your friends' screen names in a list called a "Buddy List." In the IM world, your screen name is likely to be more permanent than with online chat. When a message is typed into the IM program, the person you send it to can see it almost immediately. When your friend types a response, you see that right away too. 

Instant messaging (IM) has become extremely popular among teenagers. It's a way to stay in touch with friends without having to wait for them to respond to an email. You can exchange instant messages on computers and cellular telephones or between computers and cellular telephones or any other Internet-connected devices.   Most Instant Messaging programs such as Yahoo and MSN also allow users to videoconference with other users by attaching a web camera or video camera to the computer.  

· Children should only communicate with the people from their buddy list and should keep their profile private. 

· Web cameras should only be used on computers that are located in high traffic areas in the home.  

The Chat / Instant Messaging Language

Have you ever wondered what some of those acronyms mean that your kids use in Chat Rooms or Instant Messaging programs? Rob Nickel, a former undercover officer specializing in online crime, put together a glossary for adults in his book Staying Safe in a Wired World (this book is available at the Winnipeg Public Library). 

Some key phrases: 
- A3 is "anytime, anywhere, anyplace." 

- ASLP is "age, sex, location, picture." 

- BD is "big deal." 

- CMI is "call me." 

- CTN is "can't talk now." 

- F2T is "free to talk." 

- FYEO is "for your eyes only." 

- IAD8 is "it's a date." 

- LDR is "long-distance relationship." 

- LYN is "lying." 

- MMAMP is "meet me at my place." 

- P911 is "my parents are coming." 

- PRW is "parents are watching." 

- RUMF? is "are you male or female?" 

- STATS is "your sex and age." 

- YIWTGO is "yes, i want to go private. 

2. Blogging and Social Networking Sites 

Blogging is a way of keeping a public "Web log". It is a personal online journal that is published on the Internet and it is commonly used by older kids and teens. Many kids create personal Web pages on social networking Web sites hosted by services like Bebo, MySpace, Piczo or others. These Web pages can often be viewed by anyone with access to the Internet. 

Social networking sites typically allow you to provide information about yourself and offer some type of communication mechanism such as blogging and Instant Messaging that allows you to connect and meet other people. 

Kids use social networking sites to connect with kids in their own school or neighbourhood, and even with kids who live all over the world. 

With these services kids can fill out profiles that can include personal information like their full name, their address, and their cell phone numbers. They might even include pictures or videos of themselves.

Unfortunately, the information that kids post on their pages can also make them vulnerable to online predators. Make sure your kids know the dangers of social networking sites and if your kids still insist on blogging, give them some guidelines to follow.

Tips on Blogging (more) Safely: 

· Select an age-appropriate blog web site; look for a blog web site that other people your age are also using. 

· Read the privacy statement and find out what they will do with any information you enter. If there is no privacy statement, don't use that blog site. 

· Password-protect your blog; make sure nobody else can enter information into your blog. 

· Use an email that doesn't identify you; don't use your real first and last name. 

· Don't use your own photo on your blog, instead use an avatar (an image that represents you) or another photo that suits your personality but does not disclose your true identity. 

· Hide your profile from public view. If possible stop others from looking at your profile by password protecting it, or setting up any options that let only those people you choose to view it. 

· Hide your blog from search engines. You may wish to prevent your blog from ending up in the search engines. Most blog sites describe ways to do this. 

 

3. Steps to protect your children 

Here are some other tips to help keep your kids safer online: 

Be involved - Ask your children to show you what they do online. Be aware of what your children do on the computer, including which web sites they visit. If they are using email, instant messaging, or chat rooms, try to get a sense of who they are corresponding with and whether they actually know them. 

Keep your computer in an open area - You will be able to monitor your child's computer activity better if your computer is in a high-traffic area. 

Set rules and warn about dangers - Talk to your children about the dangers of the Internet so that they can recognize suspicious behavior or activity. The goal isn't to scare them, but to make them more aware. You can even draw up a family code of conduct for your family computer and create separate contracts for each child based on their age. 

Keep lines of communication open - Let your children know that they can approach you with any questions or concerns about behaviors or problems they may have encountered online. 

Create separate user accounts for each family member and limit their privileges on the computer - Most operating systems (including Windows XP and Vista, Mac OS X, and Linux) give you the option of creating a different user account for each user. If you're worried that your children may accidentally access, modify, and/or delete your files, you can give them separate accounts and decrease the amount of access and number of privileges they have. Check the documentation that you got with your Operating System software or look on the vendor's web site for instructions. 

Install an Internet Content Filter - Internet content filters restrict access to inappropriate web sites. There are filtering features built into the popular Internet browsers (the software you use to access the World Wide Web) that empower parents to limit their children’s access only to those sites that have been rated appropriate for children. Other useful tools are software programs that block web sites, newsgroups, and chat areas that are known to be inappropriate for children. Most of these programs can be configured by the parent to filter out sites that contain nudity, sexual content, hateful or violent material, or that advocate the use of drugs, tobacco, or alcohol. 

The same technology that the government uses for Internet content filtering is available for free to home computer users. The program is easy to install and allows you to set the restrictions yourself. For more information click on the following link K9 Internet Content Filter 
Some Internet content filtering programs can also be configured to prevent children from revealing information about themselves such as their name, address, or telephone number. You can find a directory of these filtering programs at http://kids.getnetwise.org/tools/filters. 

Note: Most filters or software are not full proof and may allow unwanted content to get through to your computer. This is why students have to be aware and need to know how to behave accordingly. 

4. Additional Links and Information
Microsoft home/security site 

GetNetWise.org/safetyguide/ 

Cybertip.ca 

Be Web Aware
RCMP - Internet Safety
Frangos, Amber. The Eleven Commandments of Internet Safety







