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Professional Learning Experience

Principle – DIGITAL CITIZENSHIP

OVERVIEW

The concept of digital citizenship relates to the responsible, ethical, and safe use of ICT by students as members of society and citizens of the global community.

“Everyone has an internal compass, but adults need to teach children how to find and use it.” (Ribble, Developing Ethical Direction)

The Affective Domain of the developmental continuum for Literacy with ICT contains four big ideas that encompass digital citizenship

· ethics and responsibility 

· social implications

· collaboration

· motivation and confidence

GUIDING QUESTION(S)
· What are the main themes or areas of behaviour encompassed by “digital citizenship”?

· What is the difference between “digital citizenship” as it applies to student behaviour and eGovernment?

· Why should my school develop an Action Plan for digital citizenship?

· How can I help my students develop a sense of ethics and responsibility with the use of ICT?

CONTINUUM / CURRICULUM CONNECTION: 

Continuum for Literacy with ICT

Affective Domain – Literacy with ICT Continuum

Social Studies

Skills for Active Democratic Citizenship and for Communication

SUGGESTED LEARNING RESOURCES 

Black Line Masters

Some Definitions of Digital Citizenship

Acceptable Use Policies and Users Ethics Code

Information Links:

· Ribble, Mike and Gerald Bailey. Digital Citizenship Homepage.
http://coe.ksu.edu/digitalcitizenship/ 
- overview of nine components the authors identified for Digital Citizenship; select “articles/handout” in the left navigation bar for writings by the authors on the subject

· Ribble, Mike S. and Gerald D. Bailey. “Developing Ethical Direction.” Learning and Leading with Technology. 32.7 (Apr.2005): 36-38.
http://www.digitalcitizenship.net/uploads/ISTECompass.pdf 
· Ribble, Mike S., Gerald D. Bailey, and Tweed W. Ross. “Digital Citizenship: Addressing Appropriate Technology Behavior”. Learning and Leading with Technology. 32.1 (Sept. 2004): 9-12.
http://www.digitalcitizenship.net/uploads/1stLL.pdf 
- an overview of each of the nine areas identified as components of digital citizenship, a discussion of each including what constitutes inappropriate behaviour and suggestions for teaching appropriate behaviour.

· Ribble, Mike S. and Gerald D. Bailey. “Monitoring Technology Misuse and Abuse (Digital Citizenship Audit and Rubric)”. The Journal Online: Technological Horizons in Education. Aug. 2004.
http://thejournal.com/articles/16869
- includes a short survey of appropriate technology use

See also: related Professional Learning for Teachers

· Topics – PLAGIARISM

SUGGESTIONS FOR LEARNING

Activating My Prior Knowledge:

· Based on my knowledge of citizenship and of ICT, how might I define Digital Citizenship and what would I list as components of it?

· What kinds of behaviours do I observe when people use technology that make me wonder: “Is this appropriate?” “How can I address this?” “How can I teach my students about … ?”

· Does my school division have an Acceptable Use Policy? Do my students and their parents / guardians sign it? How often is it reviewed?

Acquiring Information:

· Finding out the basic information about digital citizenship

· Read BLM – Some Definitions of Digital Citizenship. How is Ribble’s definition more encompassing of behaviours related to the use and misuse of ICT?

· Learning more about digital citizenship

· Read Ribble’s Monitoring Technology Misuse and Abuse. What components are you surprised to read about that are considered real issues?

· Are these issues observable in your school? Have you heard of or read about such issues in the newspapers, on radio, TV reports, or seen such behaviour displayed on TV shows?

· Reread your divisional Acceptable use Policy. Does it describe behaviours that Ribble address in his article?

Applying in My Classroom: 
· What does digital citizenship look like in my school/classroom?

· Read Ribble’s articles Is Digital Citizenship a Problem in Your School? and Monitoring Technology Misuse and Abuse to assess issues in your school/classroom and to determine the level of digital citizenship of your students.

· Use Ribble’s Teaching Digital Citizenship: When Will It Become a Priority for 21st Century Schools? to foster a discussion at the staff level. Such discussion is important if issues related to digital citizenship and the Affective Domain of the Literacy with ICT Continuum are to be implemented at the school level. Refer staff to the Professional Learning Topic – Plagiarism 

· Meet with school administrators and interested teachers to create an Action Plan to address issues that have been identified in your school. Consider the Affective Domain of the Literacy with ICT Continuum and the Snapshots appropriate for your level when formulating a plan.

· How do I get my students involved in being responsible digital citizens and what resources can I use to help them?

· Read Doug Johnson’s article to see how he describes a scenario in two different settings with his Quiz #1 and #2. Such an approach can help students gain perspective. Discuss some of the scenarios outlined in the article. 

· Discuss the questions, adapted to your situation, from the survey in Ribble’s Do Elementary Students Need a Technology Driver’s License?”
· Use the four-stage approach of “Awareness – Understanding – Action – Deliberation” as explained in Ribble’s Teaching Digital Citizenship Reflection: A Four-Stage Technology Learning Framework to discuss a digital citizenship issue with your students.

· Involve the students in writing a code of ethics for the classroom. See that it is written in the positive form (I will) rather than the negative (Thou shall not). Read BLM – Acceptable Use Policies and Users Ethics Codes for background information.

Print Resources

· Johnson, Doug. Learning Right from Wrong in the Digital Age: An Ethics Guide for Parents, Teachers, Librarians, and Others Who Care about Computer-Using Young People. Worthington, OH: Linworth, 2003.

Implementation Links

· Digital Citizenship Gazette, by Donna Milner et al. V.1. Issue 1, 2 Apr. 2005. Sugarmill Elementary School, St.Marys, GA.
http://ses.camden.schooldesk.net/Portals/Camden/Ses/docs/Newsletter%20Final.pdf 
- teachers from this school have assembled resources for implementation, including many as yet published articles by Ribble and Bailey, which they have obtained permission to use. While these can be viewed online, they may not be duplicated or circulated without written permission from the authors.
· Johnson, Doug. Teaching Students Right from Wrong in the Digital Age.
http://www.doug-johnson.com/storage/handouts/ethics.pdf 
- overview on ethics related to the use of ICT in schools. Includes 2 questionnaires with the same questions, but one formulated from an ICT angle that can be used to foster discussion. Also includes a section on “Cheating and How to Avoid It” and the Mankato School District Internet Acceptable Use Policy.

· Ribble, Mike S. and Gerald D. Bailey. “Digital Citizenship for Implementation”. Learning and Leading with Technology. 32.2 (Oct.2004): 12-15.
http://www.digitalcitizenship.net/uploads/2ndLL.pdf 
· Ribble, Mike S. and Gerald D. Bailey. “Do Elementary Students Need a Technology Driver’s License?”
http://euclidnets.wikispaces.com/file/view/k5dcquiz.pdf
- this article is a draft, soon to be published; it contains a questionnaire for students, with answers that are explained.
Note on the article: “Not to be duplicated or circulated without the written or expressed consent of the authors.”

· Ribble, Mike S. and Gerald D. Bailey. “Is Digital Citizenship a Problem in Your School?” Teacher Talk, Dec. 2005.
http://www.digitalcitizenship.net/uploads/TechnologyTurningPointsTeacherTalk.pdf
- a few questions to answer to determine whether your school is Digital Citizenship savvy
· Ribble, Mike S. and Gerald D. Bailey. “Teaching Digital Citizenship Reflection: A Four-Stage Technology Learning Framework”. Article in Press.
http://euclidnets.wikispaces.com/file/view/DCReflect.pdf 
Note on the article: “Not to be duplicated or circulated without the written or expressed consent of the authors.”

· Ribble, Mike S. and Gerald D. Bailey. “Teaching Digital Citizenship: When Will It Become a Priority for 21st Century Schools?” School Business Affairs. Vol 71, no 3. Apr 2005.
http://www.digitalcitizenship.net/uploads/TeachingDC10.pdf
- scenarios for classroom implementation of the nine digital citizenship themes

SUGGESTIONS FOR ASSESSMENT

· Personal Journaling: 

· What have I learned that I was not previously aware of? 

· What has been clarified? 

· What do I want to pursue to find out more? 

· Is there any issue I feel I should share with my colleagues? How to I plan to do that?

· Providing Feedback:

· Please share with the Literacy with ICT project team, any issue that was not clear, any questions you have, or suggestions for a future update. 

· Observing Students:

· Use the Suggestions for Observing Behaviour Described in the Affective Domain
http://www.edu.gov.mb.ca/k12/tech/lict/teachers/focused.html 

BLM - Some Definitions of Digital Citizenship

The most often seen definition of digital citizenship refers to the use of electronic resources or of an electronic environment to fulfil one’s duties as a citizen, including filling out forms, accessing information about one’s government, and providing requested feedback to one’s government. This can be referred to as eGovernment.

“Administrators defined "Citizenship in the Digital Age" as an environment in which all citizens would have ready access to information to increase the knowledge of all citizens.”

http://www.knowledgeway.org/works/citizenship/admingroup.html
KnowledgeWay Works. Citizenship in the Digital Age: Administrators Focus Group.

Such understanding of digital citizenship leads to observations about inequality of access to information and to discussions about how this divide can be gapped. 

Ribble and Bailey have expanded on this concept, as they consider not the access to information but rather the behaviour of users who access information. They view digital citizenship as the ethics and responsibilities related to using digital information and ICT resources.

“Digital Citizenship is a concept which helps teachers and technology leaders understand what students should know to use technology appropriately. But Digital Citizenship is more that just a teaching tool, it is a way to prepare students for a society full of technology.” (Ribble, http://coe.ksu.edu/digitalcitizenship/)

The International Society for Technology in Education (ISTE) has identified standards for students, teachers, and administrators called the National Educational Technology Standards (NETS). Standard 2 for Students addresses social responsibility and ethical issues related to digital citizenship: 

· Students understand the ethical, cultural, and societal issues related to technology. 

· Students practice responsible use of technology systems, information, and software. 

· Students develop positive attitudes toward technology uses that support lifelong learning, collaboration, personal pursuits, and productivity. 

(International Society for Technology in Education (ISTE). National Educational Technology Standards for Students. 2005. http://www.iste.org/standards/nets-for-students.aspx)

BLM - Acceptable Use Policies and Users Ethics Codes

Doing a search on Internet using the exact terms <"acceptable use policy" +school +manitoba> but omitting the <> will return several hits about current AUPs within Manitoba schools and divisions.

The terms Acceptable Use Policy will return more up-to-date information than “computer user code of ethics”.
· Virginia. Department of Education. Acceptable Use Policies: A Handbook. 
http://www.doe.virginia.gov/support/safety_crisis_management/internet_safety/acceptable_use_policy.shtml 
- contains a list of issues to be considered when developing an AUP.

A search with the exact terms <"commandments of computer ethics" +school>, but omitting the <> will return mostly hits about the “Ten Commandments for Computer Ethics”, though a few other versions may be listed as well.

· Barquin, Ramon. Ten Commandments for Computer Ethics. Computer Ethics Institute.
http://computerethicsinstitute.org/images/TheTenCommandmentsOfComputerEthics.pdf 
A search with the exact terms <"commandments of internet safety" +school> but omitting the <> will return a few hits about rules for safe behaviour using Internet. Using only <internet safety> will return thousands of hits. Narrowing it by choosing “pages from Canada” will make it more Canadian specific.

· Frangos, Amber. The Eleven Commandments of Internet Safety.
http://www.amberfrangos.com/Links/ElevenCommandments.htm 
- this site talks to parents about how to help their children achieve safety using Internet

· Media Smarts (Formally the Media Awareness Network). WebAware.
http://www.bewebaware.ca/english/default.aspx 
- following the links to “Safety Tips by Age” in the left navigation bar brings the reader to a page describing behaviours of children at those ages and how best to approach them about Internet Safety issues.

